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*** BEGIN of 1st CHANGE ***
[bookmark: _Toc19634549][bookmark: _Toc26875605][bookmark: _Toc35528355][bookmark: _Toc35533116][bookmark: _Toc45028458][bookmark: _Toc45274123][bookmark: _Toc45274710][bookmark: _Toc51167967][bookmark: _Toc114220576]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
[bookmark: OLE_LINK1][bookmark: OLE_LINK2][bookmark: OLE_LINK3][bookmark: OLE_LINK4]-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[xx]	IETF RFC 4555 (2006-06): "RFC IKEv2 Mobility and Multihoming Protocol (MOBIKE)".
*** END of 1st CHANGE ***
[bookmark: OLE_LINK33]*** BEGIN of 2nd CHANGE ***
[bookmark: _Toc45029023][bookmark: _Toc45274688][bookmark: _Toc45275276][bookmark: _Toc51168534][bookmark: _Toc106198084]M.3.3.2	Security mechanisms for the F1 interface
The F1 interface connects the IAB-node (gNB-DU) to the IAB-donor-CU. It consists of the F1-C for control plane and the F1-U for the user plane.
F1 security for IAB is established using the security mechanisms for the F1 interface as specified in clause 9.8.2 of the present document, with IAB node taking the role of gNB-DU and IAB-donor-CU taking the role of gNB-CU.
In addition to the security mechanisms specified in clause 9.8.2 of the present document for the F1 interface, the IKEv2 Pre-shared Secret Key (PSK) authentication shall be supported. When IKEv2 performs a PSK authentication, in the IKE_AUTH request message, the IAB node shall set the ID type to ID_KEY-ID and set its value to PSK ID.
NOTE 1:	The PSK and PSK ID (for IKEv2 PSK authentication) can be preconfigured at the IAB node and IAB donor. Pre-configuration of the PSK(s) is out of the scope of the present document.
Additionally, to support a flexible plug and play of IAB-node and IAB-donor without a pre-configuration of the PSK(s), dynamic PSK computation for IKEv2 PSK authentication may also be supported. When dynamic PSK is used, the IAB-node and the IAB-donor shall calculate the PSK (KIAB) as specified in the Annex A.23 of this document. The IAB-donor shall uniquely identify the IAB-node’s security context (KgNB) using the IAB-node DU IP address. The IAB-donor shall use KIAB as PSK for IKEv2 between IAB-node and the IAB-donor. KIAB is stored in the IAB-node and in the IAB-donor. This key KIAB and the IPsec SA cryptographic keys are taken into use with the establishment of IPsec Security Association (SA) between the IAB-node and the IAB-donor. KIAB remains valid as long as the IAB-node is connected to the IAB-donor or until the IAB-node is re-authenticated. 
In case of CP-UP separation of IAB-donor-CU (IAB-donor-CU contains IAB-donor-CU-CP and IAB-donor-CU-UP that use different IP address) then, IAB-donor-CU-CP and IAB-node DU shall generate KIAB-CU-CP and KIAB-CU-UP as specified in the Annex A.23 of this document. The key KIAB-CU-CP shall be used for establishment of secure F1 interface between the IAB-node DU and IAB-donor-CU-CP. The IAB-donor-CU-CP shall provide KIAB-CU-UP to the IAB-donor-CU-UP via E1 interface and KIAB-CU-UP shall be used for establishment of secure F1 interface between the IAB-node DU and IAB-donor-CU-UP. 


NOTE 2:	KIAB is used as the PSK for IKEv2 authentication, the interface between the IAB-donor-CU and the SEG to provision the key KIAB in the SEG is implementation specific and out of the scope of the present document.

M.3.3.x	IAB inter-CU topology adaptation and Backhaul RLF recovery procedure	Comment by r1: The case also covers inter-CU Backhaul RLF recovery as specified in clause 8.17.4 in TS 38.401. 
In case of the inter-CU migration as specified in clause 8.17.3 and 8.17.4 in TS 38.401 [78], the IAB-MT is migrated from a source IAB-donor-CU to a target IAB-donor-CU. The migrating IAB-node becomes a boundary IAB-node since its IAB-DU retains F1AP with the source IAB-donor-CU after its IAB-MT obtains RRC connectivity with the target IAB-donor-CU (c.f. TS 38.401 [78]). 
The F1-C and F1-U connection between the migrating IAB-node and the source IAB-donor-CU are switched to the target path using the new IP address information of the migrating IAB-node as specified in TS 38.401 [78]. In this case, if dynamic PSK computation for IKEv2 PSK authentication is supported, then new IKEv2 between migrating IAB-node and the source IAB-donor-CU may be performed using stored KIAB as PSK. 
In case IPsec tunnel mode is used for F1 interface protection, the migrating IAB-node may use MOBIKE (IETF RFC 4555 [xx]) to migrate the IPsec tunnel to the new IP outer addresses as specified in TS 38.401 [78]. 
[bookmark: OLE_LINK36]In case IPSec transport mode is used and if multiple IKEv2 SAs are established between the migrating IAB-node and the source IAB-donor-CU (for each assigned TNL addresses of the IAB node), then 	Comment by r1: Prefers to add the case when the procedure is applicable	Comment by Samsung: In my view, error scenarios are to be covered in stage 3 specifications (RAN WG scenarios) and not in this TS.
a new IKEv2 between migrating IAB-node and the source IAB-donor-CU may be performed using stored KIAB as PSK. For F1-C connections, the target IAB-donor-CU shall provide the mapping of the old and new IP address information it wants to use for F1-C traffic to the source IAB-donor-CU and the migrating IAB-node. Before this, the source IAB-donor-CU shall provide old IP address of the migrating IAB node to target IAB-donor-CU. For F1-U connections, the migrating IAB-node shall report the mapping of the old and new IP address information it wants to use for F1-U traffic to the source IAB-donor-CU, via the gNB-DU CONFIGURATION UPDATE message. Based on the mapping information, the source IAB-donor-CU shall use the KIAB associated with the old IP address as PSK for IKEv2 to establish secure F1 interface for the corresponding new IP address.	Comment by r2: In r2, fine to compromise to have both huawei procedure and Samsung procedure for F1-C and F1-U respectively.

As Samsung’s procedure is only workable after the establishment of F1-C. The gNB-DU CONFIGURATION UPDATE message is only for F1-U tunnel.

TS 38.401 clause 8.17.3 step 15
The F1-C connection between the migrating IAB-node and the source IAB-donor-CU may be switched to the target path using the new TNL address information of the migrating IAB-node. The migrating IAB-node may report the new TNL address information it wants to use for each F1-U tunnel and non-UP traffic type to the source IAB-donor-CU via the gNB-DU CONFIGURATION UPDATE message.	Comment by Samsung: It is a F1-C (TS 38.401 clause 8.17.3 step 15
The F1-C connection between the migrating IAB-node and the source IAB-donor-CU may……………), then why mapping information is exchanged between the source and target CUs?	Comment by Huawei: I have checked with my RAN colleagues. There may be multiple F1-C connections between the migrating IAB-node and the source IAB-donor-CU. I can provide more details if needed. 

(TS 38.401 clause 8.17.3.2 step 10: The F1-C connections may be switched to use the migrating IAB-node’s new TNL address(es), if any, as described in Step 15 of the inter-CU topology adaptation procedures in section 8.17.3.1.)


(TS 38.401 clause 8.2.3.1 step 12: The F1-C connections are switched to use the migrating IAB-node’s new TNL address(es), IAB-donor-CU updates the UL BH information associated to each GTP-tunnel to migrating IAB-node.)


With this assumption, target CU is recommended to provide the mapping info as it interacts with source CU and IAB node before F1-C established. 

*** END of 2nd CHANGE ***

